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Abstract

This book covers the use of the Admin Tools site security component, module and plugin bundle for Joomlal ™ -
powered web sites. Both the free Admin Tools Core and the subscription-based Admin Tools Professional editions
are completely covered.

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.3 or any
later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of
thelicense isincluded in the appendix entitled "The GNU Free Documentation License".
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Chapter 1. Getting Started
1. What is Admin Tools?

Admin Toolsis a software bundle composed of a Joomlal component, a module and a plugin with the main objective
to enhance the security and performance of your site, as well as make the site administrator's life a bit easier by
automating common tasks.

Admin Tools uses anative Joomlal component and plugin. No need to touch php.ini files, no need to perform any kind
of server-side configuration and no need to modify or move core Joomlal files.

In anutshell, Admin Tools has the following features:

Permissions fixer [fixing-permissions], so that you are never caught with files or directorieswith 0777 permissions.
Y ou can even customize the permissions per directory or even per file.

Administrator password protection [admin-pw-protection], to add an extra layer of password protection before
anyone can access your administrator area

Administrator query string protection, so that your administrator area is only visible if someone uses a secret
URL parameter, i.e. http://www.example.com/administrator?secret (Professional release only, part of the Web
Application Firewall [web-application-firewall])

.htaccess maker [htaccess-maker], allowing you to tailor a .htaccess file for your site which enhances your site's
security and blocks out virtually all fingerprinting and the most common exploit attacks (Professional release only).
Additionally, if you are not using Apache you will find NginX Conf Maker (for NginX) and web.config Maker (for
Microsoft 11S) with nearly identical features to the .htaccess Maker.

Emergency Off-Line Mode [emergency-offline-mode], which really puts your site off-line, unlike Joomla!'s off-
line feature which simply hides the component output.

PHP File Change Scanner (Professional release only), which can monitor your site's PHP files for changes and also
produce a preliminary security assessment, telling you which PHP fileslook suspicious and could be hacking scripts
or hacked files. It can be used when fixing a hacked site, checking a site which you suspect has been hacked or
regularly monitoring your site for potential under-the-radar hacks.

Web application firewall [web-application-firewall], with several key features (Professional release only):

« Two-Factor Authentication using Google Authenticator and compatible apps for generating secure codes
» Allow access to the administrator area only on specific IPs or blocks of | P addresses

» Disalow accessto your site on specific IPs or blocks of 1P addresses (1P blacklisting)

* Anti-spam based on a customizable list of words

* SQLi Shield, dodging many SQL injection attacks

e Malicious User Agent filtering

e CSRF/ Anti-Spam (reverse CAPTCHA) protection

» Project Honeypot IP blacklisting (HTTP:BL) integration

« Geographic Blocking: block site visitors based on the country or continent they come from
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« Automatic block for IPs repeatedly triggering security exceptions
* DFI (Direct fileinclusion) detection

« Uploads scanner (UploadShield) blocks uploaded files with suspicious names or containing PHP code anywhere
inside them

« Several options to obscure the fact that your server uses PHP and Joomla!

» Disable Joomla!l hidden features useful only for debugging sites which can be used for fingerprinting attacks
» One-click repair and optimisation of database tables [database-tools]
* Sessions purge [database-tool ]
» Temporary directory cleaner [cleantmp]

 Scheduled maintenance operations [system-plugin] (session table optimisation, session purge, cache expiration,
cache purge) without the need of a CRON job (Professional release only)

» Custom URL redirections [url-redirection] (Professional release only).

» Link migration, i.e. automatically rewrite URLSs pointing to an old domain to point to the new domain, extremely
useful after migrating your site from one domain to another or from one directory to another.

» Email notification of successful administrator arealog-ins (Professional release only)

* Password-protect [ password-protecting-admintools] any combination of features you want before handing the site
over to your client

* Integration with Joomlal 1.6 ACL and custom, per-user ACL for Joomlal 1.5

The entire bundle is licensed under the GNU General Public License (GPL) version 3 or - at your option - any later
version published by the Free Software Foundation. In plain English this means that you can install it on an unlimited
number of domains and for as long as you want. We strongly believe that Freedom and security must go hand in hand
for either to be effective.

Note

Unless explicitly stated, the listed features are available in both the Professional and Core releases

1.1. Disclaimer

Security applications —like Admin Tools— are designed to simply enhance your site's security, not make it
invulnerable against all hacking attempts. Whereas it will make it harder for a potential attacker to figure out
information pertaining your site and will give them a hard time attacking your site, there is nothing that can stop a
determined cracker from hacking your site. For instance, if you have an outdated Joomla! installation or a vulnerable
component installed on your site there is nothing —and, let us stress that, NOTHING— which can stop a hacker from
successfully attacking your site. We are aware that other devel opers market their products as a " complete protection™
for your site, which simply is technically impossible.

Let me try giving you an example. Think of a bulletproof vest worn by military personnel worldwide. Can these
servicemen still get killed? Yes, they can. While the bulletproof vest protects them against the most common attacks
(direct shots aimed at the torso) it doesn't protect them from shots coming sideways, high-power close range shots or
explosions. It's the same with security software, they are nothing but bulletproof vests. They will block most common
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attacks but can't catch them all. A determined cracker is like a suicide bomber: if he decides to get you, there's only
that much you can do to protect yourself.

You are ultimately responsible for the security of your site, employing sane security practices. Installing and
configuring Admin Tools is nothing but one of such practices. At the very least you are expected to take frequent
backups, stored in safe locations outside of your server, and keep an eye for any abnormal behaviour on your site.

Finally, we are legally obliged to draw your attention to the warranty and liability waiver Sections 15 through 17 of
the software's license, copied here for your convenience:

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIESPROVIDE THE PROGRAM “ASIS’ WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
ORIMPLIED, INCLUDING, BUT NOT LIMITED TO, THEIMPLIED WARRANTIESOF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM
AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE
THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according to
their terms, reviewing courts shall apply local law that most closely approximatesan absolute waiver of al civil liability
in connection with the Program, unless a warranty or assumption of liability accompanies a copy of the Program in
return for afee.

1.2. The philosophy

| sadly observed that some folks mistook my security articles—maost of them written more than a year before Admin
Tools was even as much as a jot in my notebook— as being hypocritical and a thinly disguised attempt to market
Admin Tools. Say what?! Unlike most people out there | always mean what | write and write what | mean. If | wanted
to market Admin Tools aggressively, | would have never written any thorough security article, let alone give away
PHP and .htaccess code to deal with the security issues discussed. | would have followed the steps of the antivirus
guys, spreading fear, uncertainty and doubt among users, then taking advantage of their vulnerable position to rip them
off for good. | have proven time over timethat | am not that kind of person, therefore | feel compelled to answer their
libellous and unjust attacks with my long-standing philosophy over software and information.

The ultimate good in afunctional society is Freedom. Users are entitled to Freedom of choice, that'swhy | create Free
and Open Source Software. Users are entitled to Free access to knowledge, that's why | write articles and make them
available under a Free or public domain license.

These are the two basic ingredients of my philosophy as a professional devel oper and long-time member of the FOSS
movement. Admin Tools is not supposed to be the One True Way to achieve this kind of security enhancements in
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Joomlal. Asamatter of fact, al of itsfunctionality has been documented in various articlesand blog posts| havewritten
in the Joomlal Community Magazine and on my own site. All my articles predate integration of said features inside
Admin Tools. Admin Tools is simply a software product which strives in automating those tedious tasks, allowing
non-technical usersto enjoy the same level of security as the more technically inclined amongst us —the opposite of
what one page Wiki posts full of vague advice does. | am giving users Freedom of Choice, not taking it away from
them. If you do not wish to buy the Professional release, everything you need to know is detailed out therein the open
Internet by yours truly. There are competitive solutions which offer different subsets of Admin Tools functionality
too; they're also far more expensive that the 0$ Admin Tools Core release. On top of that, | strive to enrich Admin
Tools with features suggested by you, the community of Joomlal users and developers; that's where most of the new
featuresin release 1.1 spring from. If you do not wish to use Admin Tools at all, even the free forever Core release,
that's fine by me too; the instructions to achieve the same level of protection is always out there.

Now you all know and —hopefully— can tell what is marketing and what is a sincere commitment to helping the
worldwide community of Joomlal users.

Peace.

2. Server environment requirements

In order to work, Admin Tools requires the following server software environment:

e Joomla™ and PHP version compatibilities are detailed in our Version Compatibility matrix [https://
www.akeebabackup.com/compatibility.html].

* MySQL 5.0.41 or later. MySQL 5.1 or greater recommended for optimal performance. Or PostgreSQL 9.1 or later
(since Admin Tools 2.5.7; only works with Joomlal 3.1.5 or later)

e Minimum 24Mb of PHP menory _| i mi t. More is better. Admin Tools may run on servers with lesser memory
limits, but some features may not work optimally or at all.

» The PHP function opendi r must be available.

e ThecURL PHP module or fopen() URL wrappers must beinstalled for the Joomlal update and Live Update features
to work.

Asfar asthe browser is concerned, you can use:

* Internet Explorer 9, or greater. |E 6, 7 and 8 are no longer supported. IE10 or later strongly recommended.
o Sdfari 4, or greater

e Operal0, or greater.

» Google Chrome 5 or greater. Thisisthe best-supported browser.

* Firefox 20 or later.

In any case, you must make sure that Javascript is enabled on your browser for the administration of the component
towork at all.

3. Installing Admin Tools

Installing Admin Tools is no different than installing any other Joomlal ™ extension on your site. You can read the
complete instructions for installing Joomlal™ extensions on the official help page [http://help.joomla.org/content/
view/1476/235/]. Throughout this chapter we assume that you are familiar with these instructions and we will try not
to duplicate them.
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Note

The language (trandation) files are NOT installed automatically. Y ou can download and install them from
our language download page [http://cdn.akeebabackup.com/language/admintool s/index.html]. Do note that
you will have to install both the component and the language packages for the component to work.

As noted on that page, Akeeba Ltd only produces the English and Greek language files. All other languages
are contributed by third parties. If you spot an error please do not contact AkeebaL td; wewill beunableto help
you. Instead, please go to the translation project page [https://www.transifex.com/projects/p/admintools/] to
find the contact information of the tranglator. Abandoned languages will show the maintainer being our staff
member "nikosdion". In this case you're out of luck; if you want to fix the language package you will need
to volunteer to take over the trandlation project for that language.

3.1. Installing or manually updating the component and
language files

Just like with most Joomlal extensions there are three ways to install or manually update Admin Tools on your site:

* Instal from URL. Thisworks only with the Professional release of our component. It isthe easiest and fastest one,
if your server supportsit. Most servers do support this method.

e Upload and install. That's the typical extension installation method for Joomlal extensions. It rarely fails.
* Manua installation. Thisis the hardest, but virtually fail-safe, installation method.

Please note that installing and updating Admin Tools (and almost all Joomla! extensions) is actually the samething. If
you want to update Admin Tools please remember that you MUST NOT uninstall it beforeinstalling the new version!
When you uninstall Admin Tools you will lose all your settings. This is definitely something you do not want to
happen! Instead, smply install the new version on top of the old one. Joomla! will figure out that you are doing an
update and will treat it as such, automatically.

Tip

If you find that after installing or updating Admin Tools it is missing some features or doesn't work, please
try installing the same version a second time, without uninstalling the component. The reason is that very
few times the Joomlal extensionsinstaller infrastructure gets confused and fails to copy some files or entire
folders. By repeating the installation you force it to copy the missing files and folders, solving the problem.

3.1.1. Install from URL

The easiest way to install Admin Tools Professional is using the Install from URL feature in Joomlal.

I mportant

This Joomlal feature requires that your server supports fopen() URL wrappers (al | ow_ur| _f open is
set to 1 in your server's php. i ni file) or has the PHP cURL extension enabled. Moreover, if your server
has a firewall, it has to allow TCP connections over ports 80 and 443 to ww. akeebabackup. comand
cdn. akeebabackup. com If you don't see any updates or if they fail to download please ask your host to
check that these conditions are met. If they are met but you still do not see the updates please file abug report
in the official Joomlal forum [http://forum.joomla.org/]. In the meantime you can use the manua update
methods discussed further below this page.

First, go to our site's download page for Admin Tools [https://www.akeebabackup.com/downl oad/admintool s.ntml].
Make sure you are logged in. If not, log in now. These instructions won't work if you are not logged in! Click on the
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Take meto the downloads for this version button of the version you want to install. Please note that the latest released
version is always listed first on the page. On that page you will find both Admin Tools Core and Professional. Next
to the Professional edition's Download Now button you will see the DirectLink link. Right click on it and select Copy
link address or whatever your browser callsthis.

Now go to your site's administator page and click on Extensions, Extension Manager. If you have Joomlal 3.x click
on the Install from URL tab. Clear the contents of the Install URL field and paste the URL you copied from our site's
download page. Then click on the Install button. Joomlal will download and install the Admin Tools update.

If Joomlal cannot download the package, please use one of the methods described in this section of the documentation.
If, however you get an error about copying files, folder not found or a cryptic "-1" error please follow our installation
troubleshooting instructions [ https://www.akeebabackup.com/documentation/troubleshooter/abinstal lation.htmi].

3.1.2. Upload and install.

You can download the latest installation packages our site's download page for Admin Tools [https:/
www.akeebabackup.com/downl oad/admintools.html]. Please note that the latest version is always on top. If you
have an older version of Joomlal or PHP please consult our Compatibility page [https://www.akeebabackup.com/
compatibility.html] to find the version of Admin Tools compatible with your Joomlal and PHP versions. In either case
click on the version you want to download and install.

If you are not a subscriber, click on the Admin Tools Core to download the ZIP installation package of the free of
charge version.

If you are a subscriber to the Professional release, please make sure that you have logged in first. Y ou should then see
an item on this page reading Admin Tools Professional. If you do not seeit, please log out and log back in. Click on
the Professional item to download the ZIP installation package.

All Admin Tools installation packages contain the component and all of its associated extensions. Installing it will
install all of these items automatically. It can also be used to upgrade Admin Tools; just install it without uninstalling
the previous release.

In any case, do not extract the ZIP files yet!

Warning

Attention Mac OS X users! Safari, the default web server provided to you by Apple, is automatically
extracting the ZIP file into a directory and removes the ZIP file. In order to install the extension through
Joomlal's extensionsinstaller you must select that directory, right-click on it and select Compressto get aZIP
file of itscontents. Thisbehaviour was changed in Mac OS X Mountain Lion, but people upgrading from ol der
versionsof Mac OS X (Mac OS X Lion and earlier) will witnessthe old, automatic ZI P extraction, behaviour.

Log in to your site's administrator section. Click on Extensions, Manage link on the top menu. If you are on Joomla!
3.x please click on the Upload Package File tab. L ocate the Browse button next to the Extension package file (Joomlal
3.2andlater) field. Locatetheinstallation ZIPfile you had previously downloaded and select it. Back to the page, click
on the Upload & Install button. After a short while, Joomlal ™ will tell you that the component has been installed.

Warning

Admin Tools is a big extension (over 2Mb for the Professional release). Some servers do not allow you
to upload files that big. If this is the case you can try the Manual installation or ask your host to follow
our installation troubl eshooting instructions [ https.//www.akeebabackup.com/documentati on/troubl eshooter/
abinstallation.html] under "Y ou get an error about the package not being uploaded to the server".

If you have WAMPServer (or any other prepackaged local server), please note that its default configuration
does not allow files over 2Mb to be uploaded. To work around that you will need to modify your php.ini and
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restart the server. On WAM Pserver left-click on the WAMP icon (the green W), click on PHP, php.ini. Find
the line beginning with upl oad_max_fi | esi ze. Changeit so that it reads:

upl oad_nmax_filesize = 6M

Savethisfile. Now, left-click on the WAMP icon, click on Apache, Service, Restart Service and you can now
install the component. Editing the php. i ni file should aso work on all other servers, local and live alike.

If the installation did not work, please take a look at our instalation troubleshooting instructions [https./
www.akeebabackup.com/documentation/troubl eshooter/abinstallation.html] or try the manual installation described
below.

3.1.3. Manual installation

Sometimes Joomlal ™ is unable to properly extract ZIP archives due to technical limitations on your server. In this
case, you can follow a manual installation procedure.

You can download the latest installation packages our site's download page for Admin Tools [https:/
www.akeebabackup.com/downl oad/admintools.html]. Please note that the latest version is always on top. If you
have an older version of Joomlal or PHP please consult our Compatibility page [https://www.akeebabackup.com/
compatibility.html] to find the version of Admin Tools compatible with your Joomlal and PHP versions. In either case
click on the version you want to download and install.

If you are not a subscriber, click on the Admin Tools Core to download the ZIP installation package of the free of
charge version.

If you are a subscriber to the Professional release, please make sure that you have loged in first. Y ou should then see
an item on this page reading Admin Tools Professional. If you do not seeit, please log out and log back in. Click on
the Professional item to download the ZIP installation package.

All Admin Tools installation packages contain the component and all of its associated extensions. Installing it will
install all of these items automatically. It can also be used to upgrade Admin Tools; just install it without uninstalling
the previous release.

Before doing anything else, you have to extract the installation ZIP file in a subdirectory named akeeba on your
local PC. Then, upload the entire subdirectory inside your site's temporary directory. At this point, there should be a
subdirectory named akeeba inside your site's temporary directory which contains all of the ZIP package's files.

If you are unsure where your site's temporary directory is located, you can look it up by going to the Global
Configuration, click on the Server tab and take alook at the Path to Temp-folder setting. The default settingisthet np
directory under your site's root. Rarely, especially on automated installations using Fantastico, this might have been
assigned the system-wide/ t np directory. In this case, please consult your host for instructions on how to upload files
inside this directory, or about changing your Joomlal ™ temporary directory back to the default location and making
it writable.

Assuming that you are past this uploading step, click on Extensions, Managelink on thetop menu. If you are on Joomlal
3.x please click on the Install from Directory tab. Locate the Install Directory edit box. It is already filled in with the
absolute path to your temporary directory, for example/ var / ww/ j oo a/ t np. Pleaseappend/ akeebatoit. In
our example, it should look something like/ var / www/ j oom a/ t np/ akeeba. Then, click on the Install button.

If you still can'tinstall Admin Toolsand you are receiving messages regarding unwritable directories, inability to move
files or other similar file system related error messages, please consult our installation troubleshooting instructions
[ https://www.akeebabackup.com/documentati on/troubl eshooter/abinstallation.html]. If these instructions do not help
please do not request support from us; we are unlikely to be able to help you. These errors come from your site set up
and can best be resolved by asking your host for assistance or by asking other usersin the official Joomlal ™ forums
[http://forum.joomla.org].
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3.1.4. The installation / update broke my site!

Some users have reported that after they have installed or updated Akeeba Backup, they were no longer able to access
parts of their site, especially the back-end. Thisis an indication of afailed or partial installation. Should this happen,
useyour FTP client to remove thefollowing directories (some of them may not be present on your site; thisisnormal):

adm ni strat or/ conmponent/com adm nt ool s
conponent/com adm nt ool s

nmedi a/ com admi nt ool s

pl ugi ns/ syst enf adm nt ool s

Thiswill do the trick! You will now be able to access your site's administrator page again and retry installing Admin
Tools without uninstalling it first. Remember, uninstalling Admin Tools will remove your settings; you do not want
that to happen!

4. Upgrading from Core to Professional

Upgrading from Admin Tools Core to Admin Tools Professiona is by no means different than installing the
component. You do not have to uninstall the previous version; in fact, you MUST NOT do that. Simply follow the
installation instructions to install Admin Tools Professional over the existing Admin Tools Core installation. That's
all! All your settings are preserved.

I mportant
When upgrading from Coreto Professional you usually havetoinstall the Professional packagetwice, without
uninstalling anything in between. Sometimes Joomlal does not copy some of thefilesand foldersthefirst time

you ingtall it. However, if you install the package again (without uninstalling your existing copy of Admin
Tools) Joomlal copiesall of the necessary files and performs the upgrade correctly.

5. Automatic updates

Checking for the latest version and upgrading

You can easily check for the latest published version of the Akeeba Backup component by visiting http://
www.akeebabackup.com/latest. The page lists the version and release date of the latest Admin Toolsrelease. You can
check it against the data which appear on the right-hand pane of your Admin Tools Control Panel. If your releaseis
out of date, simply click on the Download link to download the install package of the latest release to your PC.

Updating automatically with the Joomla! extensions
update feature
Warning

This method 1S NOT supported on Joomlal 2.5.18 or earlier and Joomlal versions 3.0.0 up to and including
3.2.0. If you are using these versions you MUST update manually (see further down this page)

I mportant

This Joomlal feature requires that your server supports fopen() URL wrappers (al | ow_url _fopen is
set to 1 in your server's php. i ni file) or has the PHP cURL extension enabled. Moreover, if your server
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has a firewall, it has to allow TCP connections over ports 80 and 443 to wwv. akeebabackup. comand
cdn. akeebabackup. com If you don't see any updates or if they fail to download please ask your host to
check that these conditions are met. If they are met but you still do not see the updates please file a bug report
in the officia Joomlal forum [http://forum.joomla.org/]. In the meantime you can use the manua update
methods discussed further below this page.

Admin Tools can be updated just like any other Joomlal extension, using the Joomlal extensions update feature.
Joomla! isresponsible for finding the updates, downloading them and installing them on your server. Y ou can access
the extensions update feature in two different ways:

» From the icon your Joomlal administrator control panel page. On Joomla! 3 you will find theicon in the left-hand
sidebar, under the Maintenance header. It has an icon which looks like an empty star. Clicking on it will get you
to the Update page of Joomlal Extensions Manager.

* From the top menu of your Joomlal administrator click on Extensions, Extensions Manager. From that page click
on the Update tab found in the left-hand sidebar on Joomlal 3. Clicking on it will get you to the Update page of
Joomlal Extensions Manager.

If you do not see the updates try clicking on the Find Updates button in the toolbar. If you do not see the updates till
you may want to wait up to 24 hours before retrying. This has to do with the way the update CDN works and how
Joomlal caches the update information. Unfortunately we can't do anything about it, especialy in Joomlal 3 (thereis
no way to forcibly clean the updates cache).

If thereis an update available for Admin Tools tick the box to the left of its row and then click on the Update button
in the toolbar. Joomlal will now download and install the update.

Warning

Admin Tools Professional needs you to set up the Download 1D before you can install the updates. Y ou can
find your main download 1D or create additional Download IDs on our site's Add-on Download I1Ds [http://
akee.ba/downloadid] page. Then go to your site'sadministrator page and click on Components, Admin Tools,
and click on the Options button in the toolbar. Click on the Live Update tab and paste your Download 1D
there. Finally, click on Save & Close.

If Joomlal cannot download the package, please use one of the manual update methods described below. If,
however you get an error about copying files, folder not found or a cryptic "-1" error please follow our installation
troubleshooting instructions [ https://www.akeebabackup.com/documentation/troubleshooter/abinstal lation.html].

Updating manually
As noted in the installation section, installing and updating Admin Tools is actually the same thing. If the automatic
update using Joomlal's extensions update feature does not work, please install the update manually following the

instructions in the installation section of this documentation.

| mportant

When installing an update manually you MUST NOT uninstall your existing version of Admin Tools.
Uninstalling Admin Tools will always remove all your settings. Y ou definitely not want that to happen!

Live update (versions 1.0 up to and including 2.6.0)

Note

This method was removed in Admin Tools 2.6.1
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On older versions of Admin Tools there is a different update method, if your server supportsit. It iscalled the "Live
Update" feature. Whenever you visit the Admin Tools Control Panel, it will automatically check for the existence of
an updated version and it will notify you. Clicking on the notification allows you to perform a live update without
further interaction. Do note that if your server is protected by a firewall you'll have to enable port 80 and 443 TCP
traffic to www.akeebabackup.com and cdn.akeebabackup.com for this feature to work properly.

6. Requesting support and reporting bugs

Since July 7th, 2011, support is provided only to subscribers. If you already have an active subscription which gives
you access to the support for Admin Tools you can request support for it through our site. Y ou will need to log in to
our site and go to Support, Admin Tools and click on the New Ticket button. If you can't see the button please use the
Contact Us page to let us know of the ticket system problem and remember to tell us your username.

If you want to report a bug, please use the Contact Us page of our site. You don't need to be a subscriber to report
a bug. Please note that unsolicited support requests sent through the Contact Us page will not be addressed. If you
believe you are reporting a bug please indicate so in the contact form.

I mportant

Support cannot be provided over Twitter, Facebook, email, Skype, telephone, the official Joomlal forum,
our Contact Us page or any other method except the Support section on our site. We aso cannot take bug
reports over any other medium except the Contact Us page and the Support section on our site. Support is
not provided to non-subscribers; if you are using the Core version you can request support from other users
in the official Joomla! forum or any other Joomlal-related forum in your country/region. We have to impose
those restrictions in support to ensure a high level of service and quality. Thank you for your understanding.

7. Quick Setup

I mportant

This section applies only to Admin Tools Professional and refers only to its security features
Tip

Y ou can quickly apply all of the following settings by using the Quick Setup Wizard page of Admin Tools.
A prominent link to that page will appear at the top of your site's administrator section (as a standard Joomlal
error message) until you run the wizard or manually configure Admin Tools through the Configure WAF
and .htaccessMaker / NginX Conf Maker / web.config Maker pages or import aconfiguration from the Import
Settings page.

If you have already configured Admin Tools you will NOT see the Quick Setup Wizard button any more.

Whilethe Quick Setup documentation section and the Quick Setup Wizard feature will help you to get started
with basic protection for your siteit is very strongly advisable that you read the documentation in its entirety.
It will help you understand the different ways Admin Tools protects your site and the impact each option
may have to your site's operation.

Warning

If you have aready configured Admin Tools and wish to change its configuration you are NOT supposed to
use the Quick Setup Wizard. In fact, thisis not supported and will provide no support if you choose to do
that. Instead go to Admin Tools, Web Application Firewall, Configure WAF to configure the Joomlal system
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plugin protection settings or Admin Tools and .htaccess Maker (or Nginx Conf Maker; or web.config Maker
depending on your web server) to configure the server-level protection settings.

The fundamental functionality of Admin Tools Professional is to allow you to secure your site. However, setting up
your site's security does require some tweaking, as each site is has different structure and needs than the next. When
you firstinstall Admin Tools Professional you may feel abit overwhelmed by the abundance of security options. Well,
the good news is that setting it up is not even half as hard as it looks! In this tutorial we will go through the basic
security configuration and point you to what you want to do next.

Go to the back-end of your site and click on Components, Admin Tools, Web Application Firewall, Configure WAF
and set the following optional settings:

1

Administrator secret URL parameter If you enter "foobar" (without the quotes) in here, then you must access your
site'sbackend asht t p: / / ww. exanpl e. conf admi ni st rat or ?f oobar i.e. append a questionmark and
the secret word. If you skip the ?foobar part, you can't even see the login page. If you do not want to enable this
feature please delete its contents and leave this field blank.

Important notes: This field will contain either your existing Administrator secret URL parameter (if you have
already configured one) or a new, random one if there is no Administrator secret URL parameter already set up on
your site. Do keep in mind that if you have disabled the Administrator secret URL parameter and you run the Quick
Setup Wizard again (NOT RECOMMENDED AND NOT SUPPORTED!) a NEW, COMPLETELY RANDOM
value will be shown in thisfield.

. Enter your email addressin Email this address on successful back-end login and Email this address on failed back-

end login. Admin Tools will be sending you an email whenever anyone triesto log in to your site's back-end as a
Super Administrator. The minute you receive an email which wasn't triggered by a trusted person, you know you
have to get your site off-line a.s.a.p. Do note that thisis avery useful feature! It will send you an email even in the
unlikely case that someone, for example, hacks your Wi-Fi, steals your login cookie and then uses your own Wi-
Fi connection and login cookie to log in to your site.

. Set Hide/customise generator metatag to Yes and enter something obscurein the Generator tag. | usually jokingly

set "Drumlapress’ in there, mudding the waters as to which CMS I'm really using. Be creative! Thisis a low-
priority thing to do, but stops "dork scanning” attacks. What | mean is that normally Joomla! spits out its namein
the (hidden) generator metatag on every HTML page on your site. An attacker looks for "dorks" (sites to exploit)
by searching for "Joomlal 1.5" on Google. This feature removes that generator tag and you're not susceptible to
thiskind of attack.

. Optional but highly recommended, go to http://www.projecthoneypot.org/httpbl _configure.php and open yourself a

Project Honeypot account. After your registration, visit that URL again and you'll see something called "HTTP:BL
key". Copy it and paste it into Admin Tools Project Honeypot HTTP:BL Key field. Also set Enable HTTP:BL
filtering to Yes. Why? Project Honeypot analyses data from a vast number of sites and positively identifies IPs
currently used by hackers and spammers. This Admin Tools feature integrates with Project Honeypot, examining
your visitors' |P addresses. If they are in the black list (known hacker or spammer) they will be blocked from
accessing Joomlal.

. Optional, but highly recommended, enable the IP blocking of repeat offenders. This feature blocks IPs raising

repeated security exceptionsonyour site, i.e. we have strong reasonsto suspect they are hackers. Please notethat you
may not want to enabl e thisfeature until you are sure everything isworking smoothly, so that you don't accidentally
block yourself out of your site. If that does happen, please take a look at https.//www.akeebabackup.com/
documentation/troubleshooter/atwafissues.html

. Thereareacouple of potentially annoying featuresin Admin Tools Professional's Web Application Firewall. These

features have a strong tendency to throw false positives, i.e. mark legitimate requests as attacks. These features are:

* CSRF/Anti-spam form protection (CSRFShield)

11


http://www.projecthoneypot.org/httpbl_configure.php
https://www.akeebabackup.com/documentation/troubleshooter/atwafissues.html
https://www.akeebabackup.com/documentation/troubleshooter/atwafissues.html

Getting Started

If you are not avery advanced user we strongly recommend turning them off; all of them are considered "paranoid
security" featuresand do need you to be on thelookout for fal se positives and apply workarounds (WAF Exceptions,
adding IPs to the "Never block these IPs' list, etc). Problems are especially common on sites with a forum or a
payment system, as this is what triggers most of the false positives. We'd like to note that most sites do not need
them to be enabled and, in fact, we even disable them on most of our own sites.

If you are using the Apache web server another thing to do is to go to Components, Admin Tools, .htaccess Maker
and click on Save and Create .htaccess. If you get ablank page or 500 Internal Server Error on your site, use your FTP
client to delete the . ht access file (if it's not visible, just upload an empty text file named . ht access), go back
to .htaccess Maker, try disabling some option and repeat the whole process until your site loads correctly. For more
information, take alook at https://www.akeebabackup.com/documentati on/troubl eshooter/athtaccess500.html

If you are using the NginX web server you should go to to Components, Admin Tools, NginX Configuration Maker
and follow the instructions on the page to create a security and performance optimised site configuration file.

If you are using the Microsoft 11S web server you should go to to Components, Admin Tools, web.config Maker and
follow the instructions on the page to create a security and performance optimised site configuration (web.config) file.

After applying all of the above protections, it is very likely that some of your site's functionality is no longer
working. This is normal. The default settings are very restrictive by design. On each page with a problem, first
try applying the step by step process outlined in https://www.akeebabackup.com/documentati on/troubleshooter/
athtaccessexceptions.html

If you get stuck somewhere, feel free to file a support ticket (if you are a subscriber). We are here to help!
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