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Abstract

This book covers the use of the Admin Tools site security component, module and plugin bundle for Joomlal ™ -
powered web sites. Both the free Admin Tools Core and the subscription-based Admin Tools Professional editions
are completely covered.

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.3
or any later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of thelicenseisincluded in the appendix entitled "The GNU Free Documentation License".
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Chapter 1. Getting Started
1. What is Admin Tools?

Admin Tools is a security component, i.e. a software solution which will help you tighten the security of your
Joomlal site. Moreover, it has several features which will help you enhance the performance of your site and make
your life administering the site a bit easier.

Admin Tools is written with Joomlal best practices in mind. It uses a native Joomlal plugin to apply its security
and performance enhancing feature. It does not touch Joomla's core files (" core hacks").

Admin Tools comesin two editions, the free of charge Core edition and the subscription-only Professional edition.
The Core edition only has basic utilitarian features. The security features can only be found in the Professional
edition.

A summary of the features of Admin Tools and how they relate to each edition can be found on our site [http://
www.akeebabackup.com/products/admin-tools.html].

1.1. Disclaimer

Security applications —like Admin Tools— are designed to help you enhance your site's security, not make it
invulnerable against all hacking attempts. Whereas it will make it harder for a potentia attacker to figure out
information pertaining your site and will give them a hard time attacking your site, there is nothing that can stop a
determined attacker with plenty of resourcesfrom hacking your site. For instance, if you have an outdated Joomlal
installation or a vulnerable component installed on your site there is nothing —and, let us stress that, NOTHING
— which can stop a hacker from successfully attacking your site.

We are aware that some developers may market their products as a "complete protection” for your site, which
simply istechnically impossible. If such a magic solution existed would they be selling it for afew dozen dollars
ayears to everyone or for millions of dollars per year to high profile targets (large corporations and government
agencies)? Exactly.

Security softwareislike abulletproof vest. You don't wear it for total invincibility against all attacks (alucky shot
in an areanot covered by it, a high power, penetrating round and an explosion can still kill you). Y ou are wearing
it because what is most likely to get you is what the vest can stop.

In the end of the day you are ultimately responsible for the security of your site, employing a holistic approach to
security including sane personal security practices. Installing and configuring Admin Toolsis meant to be part of
your security regimen. At the very least you are expected to take frequent backups, stored in safe locations outside
of your server, apply security-conscious password management, maintain a secure working environment (as in:
if your computer is full of malware your site is as good as hacked no matter if you use Admin Tools or not) and
keep an eye for any abnormal behaviour on your site.

Finally, we are legally obliged to draw your attention to the warranty and liability waiver Sections 15 through 17
of the software's license, copied here for your convenience:

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM “ASIS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE
QUALITY AND PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE PROGRAM PROVE
DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
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16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, ORANY OTHER PARTY WHO MODIFIES AND/OR CONVEY STHE PROGRAM
ASPERMITTED ABOVE, BELIABLETO YOU FORDAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE
THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE
PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according
to their terms, reviewing courts shall apply local law that most closely approximates an absolute waiver of al civil
liability in connection with the Program, unless a warranty or assumption of liability accompanies a copy of the
Program in return for afee.

1.2. The philosophy

Admin Toolsisatool which helpsyou tighten the security of your site. Admin Tools, like every security software,
isnot something that you install and immediately become invulnerable to hackers. Thisisnot something particular
to Admin Tools. All firewalls, Internet security, antivirus and other security software are just tools. If someone
had a magic solution that makes sites or computersinvul nerable to hackersthey would be billionaires: every major
corporation and government in the world would like to have such a solution.

Admin Tools is avery capable security solution which can protect you against many different types of common
attacks. However, there are some limits to what it can do. Y ou cannot install an old version of Admin Toolson an
obsolete version of Joomlal we have stopped supporting and expect that site to be impregnable by hackers. Old
versions of Joomlal may have security issueswhich, from the point of view of aweb application firewall, ook like
legitimate requests. These attacks cannot be addressed unless the vulnerable Joomlal core or third party extension
code itself is updated. That is why we will only officially provide support to the latest and the previous Joomlal
version family. There's no point trying to secure an out of date site.

Finally, please keep in mind that your site evolves over time. Y ou may have to adjust your Admin Tools settings
over time. Sometimes updating athird party extension will break something because its author is doing something
ill-advised that Admin Tools protects you against (yes, some developers manage to make their software behave
in the same way malware does, mainly because they are unaware of those malicious patterns). Sometimes you
may install something new which needs a few adjustments in the protection to make it work. Thisis all normal.
Security is something you do, not something you install and forget about it.

2. Server environment requirements

In order to work, Admin Tools requires the following server software environment:

e Joomla™ and PHP version compatibilities are detailed in our Compatibility page [https:/
www.akeebabackup.com/compatibility.html].

» MySQL 5.0.42 or later. MySQL 5.6 or later recommended. MySQL 4.x is not supported.

* Forthe PHP File Change Scanner feature: Minimum 24Mb of PHPnenory | i mi t (sufficient only for smaller
web sites, without many plug-ins and modules running). More is better. 32Mb to 64Mb recommended for
optimal performance on large sites. 128Mb is recommended for sites containing deep-nested directories with
thousands of files.

e The cURL PHP module must beinstalled for Joomla! to be able to find and install updates.
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Asfar asthebrowser isconcerned, you can use any modern version (i.e. published withinthelast year) of Microsoft
Edge, Safari, Opera, Firefox or Google Chrome. We no longer support Internet Explorer; our softwarewill display
incorrectly or not work at all on this old, buggy and obsolete browser.

In any case, you must make sure that Javascript is enabled on your browser. If you are using AVG antivirus,
please disable its Link Checker feature (and reboot your computer) asit is known to cause problems with several
Javascript-based web applications.

You are very strongly advised to disable Internet firewalls, antivirus applications and browser extensions which
interfere with the site's loading such as script blockers (such as NoScript) and ad blockers (such as AdBlockPlus)
only for the domains of your sites. Remember that these applications and browser extensions are designed to
protect you against third party sites. Asaresult they are very aggressive and WILL break your own sites. We can't
do anything about it: your computer and your browser are under your control alone.

3. Installing Admin Tools

Installing Admin Tools is no different than installing any other Joomlal ™ extension on your site. You can read
the complete instructions for installing Joomlal ™ extensions on the official help page [https://docs.joomla.org/
Installing_an_extension]. Throughout this chapter we assume that you are familiar with these instructions and we
will try not to duplicate them.

3.1. Installing or manually updating the extension

Just like with most Joomlal extensions there are two waysto install or manually update Admin Tools on your site:

* Install from URL. Thisworks only with the Professional release of our component. It is the easiest and fastest
one, if your server supportsit. Most servers do support this method.

» Upload and install. That's the typical extension installation method for Joomlal extensions. It rarely fails.

Please note that installing and updating Admin Tools (and amost al Joomlal extensions) is actually the same
thing. If you want to update Admin Tools please remember that you MUST NOT uninstall it beforeinstalling the
new version! When you uninstall Admin Tools you will lose all your settings. This is definitely something you
do not want to happen! Instead, ssimply install the new version on top of the old one. Joomla! will figure out that
you are doing an update and will treat it as such, automatically.

Tip

If you find that after installing or updating Admin Tools it is missing some features or doesn't work,
please try installing the same version a second time, without uninstalling the component. The reason is
that very few times the Joomlal extensions installer infrastructure gets confused and fails to copy some
files or entire folders. By repeating the installation you force it to copy the missing files and folders,
solving the problem.

3.1.1. Install from URL

The easiest way to install Admin Tools Professional is using the Install from URL feature in Joomlal.

| mportant

This Joomlal feature requiresthat your server supports fopen() URL wrappers(al | ow_ur| _fopenis
setto linyour server'sphp. i ni file) or hasthe PHP cURL extension enabled. Moreover, if your server
has a firewall, it has to allow TCP connections over ports 80 and 443 to ww. akeebabackup. com
wwv. akeeba. comand cdn. akeebabackup. com If you don't see any updates or if they fail to
download please ask your host to check that these conditions are met. If they are met but you still do not
see the updates please file a bug report in the official Joomlal forum [http:/forum.joomla.org/]. In the
meantime you can use the manual update methods discussed further below this page.
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First, go to our sites download page for Admin Tools [https.//www.akeebabackup.com/download/
admintools.html]. Make sure you are logged in. If not, log in now. These instructions won't work if you are not
logged in! Click on the All Files button of the version you want to install. Please note that the latest released
version is aways listed first on the page. On that page you will find both Admin Tools Core and Professional.
Next to the Professional edition's Download Now button you will see the Direct Install Link link. Right click on
it and select Copy link address or whatever your browser calls this.

Now go to your site's administator page and click on Extensions, Manage. Click onthelnstall from URL tab. Clear
the contents of the Install URL field and paste the URL you copied from our site's download page. Then click on
the Install button. Joomla! will download and install the software.

If Joomlal cannot download the package, please use one of the methods described in this section of
the documentation. If, however you get an error about copying files, folder not found or a cryptic "-1"
error please follow our installation troubleshooting instructions [ https://www.akeebabackup.com/documentation/
troubleshooter/abinstallation.html].

3.1.2. Upload and install.

You can download the latest installation packages our site's download page for Admin Tools [https:/
www.akeebabackup.com/downl oad/admintools.html]. Please note that the latest version is always on top. If you
have an older version of Joomla!l or PHP please consult our Compatibility page [https.//www.akeebabackup.com/
compatibility.html] to find the version of Admin Tools compatible with your Joomlal and PHP versions. In either
case click on the version you want to download and install.

If you are not a subscriber, click on the Admin Tools Core to download the ZIP installation package of the free
of charge version.

If you are a subscriber to the Professional rel ease, please make sure that you have logged in first. Y ou should then
see an item on this page reading Admin Tools Professional. If you do not seeit, please log out and log back in.
Click on the Professional item to download the ZIP installation package.

All Admin Tools installation packages contain the component and al of its associated extensions. Installing it
will install all of these items automatically. It can also be used to upgrade Admin Tools; just install it without
uninstalling the previous release.

In any case, do not extract the ZIP files yet!

Warning

Attention Mac OS X users! Safari, the default web server provided to you by Apple, is automatically
extracting the ZIP file into a directory and removes the ZIPfile. In order to install the extension through
Joomlal's extensionsinstaller you must select that directory, right-click on it and select Compressto get a
ZIPfile of its contents. This behaviour was changed in Mac OS X Mountain Lion, but people upgrading
from older versions of Mac OS X (Mac OS X Lion and earlier) will witness the old, automatic ZIP
extraction, behaviour.

Log in to your site's administrator section. Click on Extensions, Manage link on the top menu. Please click on
the Upload Package File tab. Drag and drop the installation ZIP file you had previously downloaded to start the
upload and the installation. After a short while, Joomlal ™ will tell you that the component has been installed.

Warning

Admin Tools is a big extension (over 2Mb for the Professional release). Some servers do not alow
you to upload files that big. If this is the case you can try the Manual installation or ask your host
to follow our installation troubleshooting instructions [ https.//www.akeebabackup.com/documentation/
troubleshooter/abinstallation.html] under "Y ou get an error about the package not being uploaded to the
server".

If you have WAMPServer (or any other prepackaged local server), please note that its default
configuration does not allow files over 2Mb to be uploaded. To work around that you will need to modify
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your php.ini and restart the server. On WAMPserver |eft-click on the WAMP icon (the green W), click
on PHP, php.ini. Find the line beginning with upl oad_max_fi | esi ze. Changeit so that it reads:

upl oad_max_filesize = 6M

Save this file. Now, left-click on the WAMP icon, click on Apache, Service, Restart Service and you
can now install the component. Editing the php. i ni file should also work on all other servers, local
and live alike.

If the installation did not work, please take a look at our installation troubleshooting instructions
[ https:/iwww.akeebabackup.com/documentati on/troubl eshooter/abinstal lation.html] or try the manual installation
described below.

3.1.3. Manual installation

This method can no longer be supported for technical reasons which have to do with the way Joomlal workswhen
installing extensions of the type "package”.

Warning

DO NOT UNZIP THE PACKAGE AND TRY TO INSTALL THE EXTENSIONS MANUALLY!
This will very likely make your site fail with an error. When you are installing the package extension
Joomlal makes afew checks to make sure that your server meets the minimum requirements. Moreover,
the installation order in the package matters. It is designed to make sure that failure to install one of the
included extensions will minimize the chance of a cascading effect which breaks your site.

3.1.4. The installation / update broke my site!

Some users have reported that after they have installed or updated Admin Tools, they were no longer able to
access parts of their site, especially the back-end. Thisis an indication of afailed or partial installation. Should
this happen, use your FTP client to remove the following directories (some of them may not be present on your
site; thisis normal):

adm ni strat or/ conmponent/com adm nt ool s
conponent/com adm nt ool s

nedi a/ com admi nt ool s

pl ugi ns/ syst enf adm nt ool s

This will do the trick! You will now be able to access your site's administrator page again and retry installing
Admin Tools without uninstalling it first. Remember, uninstalling Admin Tools will remove your settings; you
do not want that to happen!

Note

If you get a username and password dialog from your browser (not Joomlal) OR a server error when
you access your site'sbackend (administrator) URL, try deleting the. ht access and. ht passwd files
inside your site's administrator folder.

In some cases Joomla! forgets to install files for the FOF 3 library used by most of our components (Akeeba
Backup, Admin Tools, Akeeba Ticket System and others). This could mean that even removing the directories
above you could still be unable to access your site. If this happens, try the following solution:

1. Delete the folder libraries/fof30 from your site. ATTENTION! Do NOT remove the libraries/fof folder, it's
something entirely different and you will break your site if you remove that folder instead!

2. Go to our Download page [https://mwww.akeebabackup.com/download.html] and download the latest version
of FOF. This downloads afile named something likel i b_f of 30- 1. 2. 3. zi p on your computer.

3. Extract (unzip) the file you downloaded. You see af of directory being extracted.
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4. Renametof of directory tof of 30
5. Upload the f of 30 directory into your site's| i br ari es directory.
6. Younow haveal i brari es/ f of 30 directory and you can log in to your site's backend.

7. Reinstall our extension twicein arow

4. Upgrading from Core to Professional

Upgrading from Admin Tools Core to Admin Tools Professional is by no means different than installing the
component. You do not have to uninstall the previous version; in fact, you MUST NOT do that. Simply follow
the installation instructions to install Admin Tools Professional over the existing Admin Tools Core installation.
That'sal! All your settings are preserved.

I mportant

When upgrading from Core to Professional you usually have to install the Professional package twice,
without uninstalling anything in between. Sometimes Joomlal does not copy some of thefilesand folders
thefirst time you install it. However, if you install the package again (without uninstalling your existing
copy of Admin Tools) Joomlal copiesal of the necessary files and performs the upgrade correctly.

5. Automatic updates

Admin Tools can be updated just like any other Joomlal extension, using the Joomlal extensions update feature.
Please note that Joomlal is fully responsible for discovering available updates and installing them on your site.
Akeeba Ltd does not have any control of the update process.

Note

This Joomlal feature requiresthat your server supports fopen() URL wrappers(al | ow_ur| _fopenis
setto linyour server'sphp. i ni file) or hasthe PHP cURL extension enabled. Moreover, if your server
has a firewall, it has to allow TCP connections over ports 80 and 443 to ww. akeebabackup. com
wwv. akeeba. comand cdn. akeebabackup. com If you don't see any updates or if they fail to
download please ask your host to check that these conditions are met. If they are met but you still do not
see the updates please file a bug report in the official Joomlal forum [http:/forum.joomla.org/]. In the
meantime you can use the manual update methods discussed further below this page.

Warning

Admin Tools Professional needs you to set up the Download 1D before you can install the updates. Y ou
can find your main download 1D or create additional Download 1Ds on our site's Add-on Download IDs
[http://akee.ba/downloadid] page. Then go to your site's administrator page and click on Components,
Admin Tools, Options (in the toolbar). Click on the Live Update tab and paste your Download ID there.
Finally, click on Save & Close.

Y ou can access the extensions update feature in two different ways:

» From the icon your Joomlal administrator control panel page. You will find the icon in the left-hand sidebar,
under the Maintenance header. When there are updatesfound for any of your extensionsyou will seethe Updates
are available message. Clicking on it will get you to the Update page of Joomlal Extensions Manager.

» From the top menu of your Joomlal administrator click on Extensions, Manager. From that page click on the
Update tab found in the left-hand sidebar. Clicking on it will get you to the Update page of Joomlal Extensions
Manager.

If you do not see the updates try clicking on the Find Updates button in the toolbar. If you do not see the updates
still you may want to wait up to 24 hours before retrying. This has to do with the way the update CDN works and
how Joomlal caches the update information.
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If thereis an update available for Akeeba Backup tick the box to the left of its row and then click on the Update
button in the toolbar. Joomlal will now download and install the update.

If Joomlal cannot download the package, please use one of the manual update methods described below. If,
however you get an error about copying files, folder not found or acryptic "-1" error please follow our installation
troubleshooting instructions [ https://www.akeebabackup.com/documentation/troubl eshooter/abinstal [ ation.html] .

If you get a white page while installing the update please try either the Built-in method (described above) or the
manual update method (described below).

Updating manually

Asnoted intheinstallation section, installing and updating Admin Toolsisactually the samething. If the automatic
update using Joomla!'s extensions update feature does not work, please install the update manually following the
instructions in the installation section of this documentation.

I mportant

When installing an update manually you MUST NOT uninstall your existing version of Admin Tools.
Uninstalling Admin Tools will always remove all your settings. Y ou do not want that to happen!

Sometimes Joomlal may forget to copy some files when updating extensions. If you find Admin Tools suddenly
not working or if you get awarning that your installation is corrupt you need to download the latest version's ZIP
fileand install it twice on your site, without uninstalling it before or in-between these installations. Thiswill most
certainly fix thisissue.

If the error occurs again after a while, without you updating our software, please contact your host. Some
hosts will delete or rename files automatically and without any confirmation as part of a (broken and unfit for
purpose) "malware scanner / antivirus'. Unfortunately, these scanners return alot of false positives -innocent files
mistakenly marked as malicious- but rename/ del ete them nonethel ess, breaking software installed on the server.
If you are on such ahost we very strongly recommend that you move to adecent host, run by people who actually
know what they are doing. It will be far less headache for you and would actually improve your site's security.

6. Requesting support and reporting bugs

Support can be provided only to subscribers and only through our site's Support section. If you aready have an
active subscription which gives you access to the support for Admin Tools you can request support for it through
our site. You will need to log in to our site and go to Support, Admin Tools and click on the New Ticket button.
If you can't see the button please make sure you have an active subscription that gives you accessto Admin Tools
support. If you do and still don't see the button please use the Contact Us page to let us know of the ticket system
problem and remember to tell us your username.

If you want to report a bug, please use the Contact Us page of our site. Y ou don't need to be a subscriber to report a
bug. Please note that unsolicited support requests sent through the Contact Us page will not be addressed. Anissue
isnot abug unlessit can bereliably reproduced on multiple sites. Please make sure you include clear instructions
on reproducing the issue. If the issue cannot be reproduced it's not a bug report, it's a support request.

I mportant

Support cannot be provided over Twitter, Facebook, email, Skype, telephone, the official Joomlal forum,
our Contact Us page or any other method except the Support section on our site. We also cannot take bug
reports over any other medium except the Contact Us page and the Support section on our site. Support
is not provided to non-subscribers; if you are using the Core version you can request support from other
usersin the official Joomlal forum or any other Joomla!-related forum in your country/region. We have
to impose those restrictions in support to ensure a high level of service and quality. Thank you for your
understanding.
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7. Quick Setup

I mpor tant
This section applies only to Admin Tools Professional and refers only to its security features
Tip

You can quickly apply all of the following settings by using the Quick Setup Wizard page of Admin
Tools. A prominent link to that page will appear at the top of your site's administrator section (as a
standard Joomla! error message) until you run the wizard or manually configure Admin Tools through
the Configure WAF and .htaccess Maker / NginX Conf Maker / web.config Maker pages or import a
configuration from the Import Settings page.

If you have already configured Admin Toolsyou will NOT see the Quick Setup Wizard button any more.

While the Quick Setup documentation section and the Quick Setup Wizard feature will help you to get
started with basic protection for your siteit is very strongly advisable that you read the documentation in
itsentirety. It will help you understand the different ways Admin Tools protects your site and the impact
each option may haveto your site's operation.

Warning

If you have already configured Admin Tools and wish to changeits configuration you are NOT supposed
to use the Quick Setup Wizard. In fact, thisis not supported and will provide no support if you choose
to do that. Instead go to Admin Tools, Web Application Firewall, Configure WAF to configure the
Joomlal system plugin protection settings or Admin Tools and .htaccess Maker (or Nginx Conf Maker;
or web.config Maker depending on your web server) to configure the server-level protection settings.

The fundamental functionality of Admin Tools Professional isto allow you to secure your site. However, setting
up your site's security does require some tweaking, as each site is has different structure and needs than the next.
When you first install Admin Tools Professional you may feel a bit overwhelmed by the abundance of security
options. Well, the good news is that setting it up is not even half as hard as it looks! In this tutorial we will go
through the basic security configuration and point you to what you want to do next.

Go to the back-end of your site and click on Components, Admin Tools, Web Application Firewall, Configure
WAF and set the following optional settings:

1. Administrator secret URL parameter If you enter "foobar" (without the quotes) in here, then you must
access your site's backend as htt p: / / www. exanpl e. com adni ni st r at or ?f oobar i.e. append a
guestionmark and the secret word. If you skip the Xoobar part, you can't even see the login page. If you do not
want to enable this feature please delete its contents and leave this field blank.

Important notes. Thisfield will contain either your existing Administrator secret URL parameter (if you have
already configured one) or anew, random oneif thereisno Administrator secret URL parameter already set up
on your site. Do keep in mind that if you have disabled the Administrator secret URL parameter and you run
the Quick Setup Wizard again (NOT RECOMMENDED AND NOT SUPPORTED!) aNEW, COMPLETELY
RANDOM vaue will be shown in thisfield.

2. Enter your email address in Email this address on successful back-end login and Email this address on failed
back-end login. Admin Toolswill be sending you an email whenever anyonetriesto log in to your site's back-
end as a Super Administrator. The minute you receive an email which wasn't triggered by atrusted person, you
know you have to get your site off-line as.a.p. Do note that thisis a very useful feature! It will send you an
email eveninthe unlikely case that someone, for example, hacks your Wi-Fi, steals your login cookie and then
uses your own Wi-Fi connection and login cookie to log in to your site.

3. Set Hide/customise generator meta tag to Yes and enter something obscure in the Generator tag. | usually
jokingly set "Drumlapress" in there, mudding the waters asto which CMSI'mreally using. Be creative! Thisis
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alow-priority thing to do, but stops "dork scanning" attacks. What | mean isthat normally Joomlal spitsout its
name in the (hidden) generator metatag on every HTML page on your site. An attacker looksfor "dorks' (sites
to exploit) by searching for "Joomlal 1.5" on Google. This feature removes that generator tag and you're not
susceptible to thiskind of attack.

4. Optiona but highly recommended, go to http://www.projecthoneypot.org/httpbl _configure.php and open
yourself a Project Honeypot account. After your registration, visit that URL again and you'll see something
called "HTTP:BL key". Copy it and paste it into Admin Tools' Project Honeypot HTTP:BL Key field. Also
set Enable HTTP:BL filtering to Y es. Why? Project Honeypot analyses data from a vast number of sites and
positively identifies |Ps currently used by hackers and spammers. This Admin Tools feature integrates with
Project Honeypot, examining your visitors' | Paddresses. If they arein the black list (known hacker or spammer)
they will be blocked from accessing Joomlal.

5. Optional, but highly recommended, enable the | P blocking of repeat offenders. This feature blocks IPsraising
repeated security exceptions on your site, i.e. we have strong reasons to suspect they are hackers. Please
note that you may not want to enable this feature until you are sure everything is working smoothly, so
that you don't accidentally block yourself out of your site. If that does happen, please take alook at https://
www.akeebabackup.com/documentati on/troubl eshooter/atwafissues.html

6. There are a couple of potentially annoying featuresin Admin Tools Professional's Web Application Firewall.
These features have a strong tendency to throw false positives, i.e. mark legitimate requests as attacks. These
features are:

» CSRF/Anti-spam form protection (CSRFShield)

If you are not a very advanced user we strongly recommend turning them off; all of them are considered
"paranoid security” features and do need you to be on the lookout for false positives and apply workarounds
(WAF Exceptions, adding IPs to the "Never block these IPs" list, etc). Problems are especially common on
sites with a forum or a payment system, as this is what triggers most of the false positives. We'd like to note
that most sites do not need them to be enabled and, in fact, we even disable them on most of our own sites.

If you are using the Apache web server another thing to do is to go to Components, Admin Toals, .htaccess
Maker and click on Save and Create .htaccess. If you get a blank page or 500 Internal Server Error on your
site, use your FTP client to delete the . ht access file (if it's not visible, just upload an empty text file
named . ht access), go back to .htaccess Maker, try disabling some option and repeat the whole process until
your site loads correctly. For more information, take a look at https.//www.akeebabackup.com/documentation/
troubl eshooter/athtaccess500.html

If you are using the NginX web server you should go to to Components, Admin Tools, NginX Configuration Maker
and follow the instructions on the page to create a security and performance optimised site configuration file.

If youare using the Microsoft 11 Sweb server you should go to to Components, Admin Tool s, web.config Maker and
follow the instructions on the page to create a security and performance optimised site configuration (web.config)
file.

After applying all of the above protections, it is very likely that some of your site's functionality is no longer
working. This is normal. The default settings are very restrictive by design. On each page with a problem, first
try applying the step by step process outlined in https://www.akeebabackup.com/documentati on/troubl eshooter/
athtaccessexceptions.html

If you get stuck somewhere, feel free to file a support ticket (if you are a subscriber). We are here to help!
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Chapter 2. Using Admin Tools
1. The Control Panel

The main page of the component which gives you accessto all of itsfunctionsis called the Control Panel.

The Control Panel page

An updated version of Admin Tools (5.0.2) is available for installation.

Update to 5.0.2 | More information

© GeolP Database Maintenance

Admin Tools finds the country and cantinent of your visitors' IP addresses using the MaxMind Geolite2 Country database. You are advised to update it at least once per month. On most
servers you can perform the update by clicking the button below. If that doesn’t work on your server, please consult our documentation.

O Update the GeolLite2 Country database

Security Updates
Reload update information

Admin Tools version rev52F55A2 «
“ Copyright © 2010-2018 Nicholas K. Dionysopoulos / Akeeba Ltd
If you use Admin Tools Professional, please post a rating and a review at the Joomla!
Emergency Off- Master Password Password-protect .htaccess Maker

- Extensions Directory.
Line Administrator

“ - n Heepens e

Web Application PHP File Change PHP File Change From 2018-02-14 Load graph

Firewall Scanner Scanner

Scheduling 20
18 /\
16

The Control Panel issplitin three areas, atop area, theleft-hand control panel icons and the right-hand information
boxes.

If thereisan update available, you will seetheinformation about it at the very top of the page. Click on the Update
button to go to the Joomlal extensions update page where you can install the update.

The top area displays information about the Geographic IP (Geol P) database. Please read on towards the bottom
of this section for more information.

In the left hand area you have icons which launch the individual tools out of which Admin Tools is made when
clicked. Each of those toolsis described in a section of its own in the rest of this documentation.

Clicking on the Scheduling (via plugin) button will launch the System - Admin Tools plugin configuration page
in apop-up dialog box. In there, you can configure the scheduling options for Admin Tools' utilities. Do note that
thisfeatureis only available in the Professional edition.

The topmost right hand information pane displays the Admin Tools version information. Y ou can see the version
of the software, aswell as force-rel oad the update information for Admin Toolsitself. The latter is only necessary
if there was an update released in the last 24 hours and your copy of Admin Tools has not "seen” it yet.

Below that you will see the graphs showing the number of logged security exceptions (attacks Admin Tools
Professional has protected you against), their distributions by type and afew statistics about them, e.g. how many
exceptions have occurred in the last year, month, week, day and so on.

What is the GeolP database, installing and updating it
Note

This product includes GeoLite2 data created by MaxMind, available from MaxMind [http://
www.maxmind.com]. Thisisonly required by the Professional version of the component.
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Certain features in Admin Tools require it to be able to find out the country and / or continent associated with
the IP address of avisitor of your site. Thisis used to provide country information on blocked requests, as well
as the Geographic IP Block feature. Naturally, |Ps do not carry geographic information so we need an external
database which has this kind of information.

Admin Toolsrequiresyou to install an optional plugin called " System - Akeeba Geol P provider plugin”. You can
download it for free from our site [https://www.akeebabackup.com/downl oad/akgeoip.html]. Please remember to
enableit after you install it.

This plugin is using the third party MaxMind GeoLite2 database to match IPs to countries and continents. This
list isnot static, i.e. it is updated about once per month. Admin Tools can attempt to download its newest version
by clicking the Update the GeoL ite2 Country database button in the Control Panel page. However, if thisis not
possible (for reasons ranging from your host restrictions to permissions issues) you can do so manually.

You can download the latest version of MaxMing GeolLite2 database [http://dev.maxmind.com/geoip/
geoip2/geolite2/] in binary format, from http://geolite.maxmind.com/download/geoip/database/ GeoL ite2-
Country.mmdb.gz. Extract the downloaded compressed file using gunzip on Linux, 7-Zip on Windows or
BetterZIP on Mac OS X. It will result in a file named GeoLi t e2- Count ry. mmdb. Upload it to your site's
pl ugi ns/ syst enf akgeoi p/ db directory overwriting the existing file.

I mportant

Capitalization matters! You have to upload the file as Geolit e2- Count ry. mudb. gz, not
geol i t e2- count ry. mmdb. gz or any other combination of lowercase/ capital |etters, otherwise IT
WILL NOT WORK, AT ALL.

Tip

If you areasubscriber to MaxMind'smore accurate (99.8% advertised accuracy), for-a-fee Geol P Country
database you can use that database instead of the free GeoL ite? database included in the component,
using the same procedure.

Do note that security exception log records prior to installing the new version of the database will not be affected.
Only security exceptions logged after uploading the new database version will be affected by the new database
version.

2. The component Options

Y ou can access the component-wide options of Admin Toolsthrough the Options button in its Control Panel page.
Alternatively, you can go to your site's System, Global Configuration menu item and click on Admin Tools on
the left hand sidebar.

Please notethat this pageisrendered and managed by Joomla! itself. We have very minimal control over it, namely
on the names and types of the fields. The way that page displays and behaves is entirely controlled by Joomlal
and your backend template. If you have observed a display or behavior issue the chances are we cannot help you
since we cannot (and must not!) modify core Joomlal code. Such bugs should be reported to Joomla! instead.

The page has several tabs, documented below.

File Scanner

Configure how the PHP File Change Scanner works . This option only makes sense in the Professional edition
which has the PHP File Change Scanner feature.

Calculate diffs When this option is enabled, Admin Tools will calculate a "diff" for each modified file
when scanning detected by the PHP File Scanner feature. The"diff" isacompact summary of the differences
between the original and the current file. In order for thisto be possible, Admin Tools hasto
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Send results to
this email

Email only on
actionable items

Backend

keep a copy of each and every .php file on your site inside the database. Be advised that this
consumes a lot of database space, about 20M for arelatively low to medium complexity site.

When you make a scan from the site's frontend or through the CLI script the scan results
will be automatically sent to this email address. If you leave it blank no email will be sent
in this case.

When enabled (default) the PHP File Change Scanner will send you an email with the
scan results summary only when actionable items (added, modified or suspicious files) are
detected. If nothing has changed you will get no email. Please remember that being sent an
email requires setting up the Send results to this email option above.

Options which define how the backend of the component works.

Show graphs and
statistics

Long Configure
WAF page

Automatically
reorder the plugin

Frontend

Display graphs and statistics about security exceptions (Professional release only). Thisis
useful visualisation to see the rate at which your site is being attacked. Lack of attacks does
not mean that your siteis at risk! Quite the contrary, it meansthat at this time period hackers
have not been trying to attack your site.

When this option is disabled (default) the Configure WAF page will be shown using tabs.
When this option is enabled the Configure WAF page will be shown in the old format: one
long page. We generally recommend the tabbed version asit's easier to manage.

The System - Admin Tools plugin needs to be ordered as the first published plugin to work
correctly. When you visit Admin Tools in the backend the plugin is automatically reordered
to be the first one. In some rare cases other plugins need to be published first, for example
aternative mail handlers such as CMandrill. In this case set this option to No.

WARNING! If you set this option to No it's up to you to reorder the plugin. If avulnerable
plugin is published before the System - Admin Tools plugin your site can be hacked. Admin
Tools will be unable to protect you in this case since it will not be running before the
vulnerable code, therefore unable to detect the attack. Do not set this option to No unlessyou
are absolutely sure you understand the risks.

This allows you to schedule the PHP File Change Scanner by accessing a special frontend URL.

Enable frontend
scheduling

Secret Word

When enabled it allows you to the PHP File Change Scanner without logging in to the
backend. This option isNOT required for using the CLI script.

Required to authorize aremote PHP File Change Scanner execution. Also protectsthat feature
against Denia of Service attacks by requiring you to pass this secret word in the front-end
PHP File Change Scanner URL.

Please note that if you use any character other than a-z, A-Z and 0-9 you MUST NOT usethe
secret word verbatim in the front-end URL . Instead, you haveto URL -encodeit. The PHP File
Change Scanner Scheduling page does that automatically for you. Just go to Components,
Admin Tools, click PHP File Change Scanner Scheduling, scroll all the way down and use
one of thetabsto get the URL or command line you need to use with the secret word properly
encoded in the URL.

For security reasons, you must use a complex enough secret word. Admin Tools enforces
that by disabling the front-end scanner feature if you are using a Secret Word with a low
complexity. We strongly recommend using a"secret word" consisting of at least 16 random,
mixed case aphanumeric characters. It should not be a dictionary word or based off a
dictionary word. One good resource for truly random secret words is Random.org's password
generator [https.//www.random.org/passwords/num=1& len=24& format=html & rnd=new].
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Note

Why isthisfield not a password field? The Secret word is transmitted in the clear
when you load the page and is also visible when you view the source of the page
or right click on the field and choose Inspect Element. In other words, as long as
someone has access to the component configuration page they can trivially find out
the secret word. Not to mention that the secret work isalso plainly visiblein the PHP
File Change Scanner Scheduling page. Always use HTTPS with a commercially
signed SSL certificate when configuring or scanning your site.

Timezone for All dates and times in the emails sent by Admin Tools to warn you about potential security
emails issueswill be expressed in the sel ected timezone. use the option Server Timezoneto let Admin
Tools use the Server Timezone setting in your site's System, Global Configuration page.

Default: GMT

Updates

Configure how updates to the component work

Download ID If and only if you are using the Professional release you have to specify your Download
ID for the live update feature to work properly. You can get your Download ID by visiting
AkeebaBackup.com and clicking My Subscriptions. Y our Download ID is printed below the
list of subscriptions. Filling inthisfield isrequired so that only userswith avalid Professional
subscription can download update packages, just as you'd expect from any commercial
software.

Note

Users of Admin Tools Core do not need to supply this information.

Enable Help us improve our software by anonymously and automatically reporting your PHP,
anonymous PHP, MySQL and Joomlal versions. This information will help us decide which versions of
MySQL and Joomlal, PHP and MySQL to support in future versions.

Joomlal version

reporting Note: we do NOT collect your site name, | P address or any other directly or indirectly unique

identifying information.

Permissions

Thisisthe standard Joomla! ACL permissions setup tab. Admin Tools fully supports supports Joomlal ACLSs.

3. Fixing the permissions of files and
directories

Asany web site administrator knows, file and directories permissions are the first gatekeeper on the way to having
asite hacked. Having 0777 permissions lying around is a big mistake and could prove fatal to your site. For more
information, read my blog post [http://www.dionysopoul os.me/blog/777-the-number-of-the-beast]. Ideally, you
should only have 0755 permissions for your directories and 0644 for your files.

On other occasions, we have all run across a misconfigured server which gives newly created files and directories
impractical permissions, like 0600. This has the immediate effect that newly uploaded or created files are not
accessible from the web. Fixing those permissions is a tedious process, hunting down the files with FTP and
changing their permissions manually. Ever so often this becomes so tedious that we are tempted to just give 0777
permissions to everything and get done with it. Big, fatal mistake.
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The solution to those permissions problems is the Fix permissions tool of Admin Tools. Its mission is as simple
asit gets: it will give all your directories 0755 permissions and al of your files 0644 permissions. Obviousdly, this
only has effect on Linux, Mac OS X, Solaris and other hosts based of UNIX-derivative Operating Systems, i.e.
everything except servers running on Windows. If you are on a shared host you will most likely want to enable
Joomlal's FTP layer in your site's Globa Configuration. Admin Tools will detect that and when it runs across a
file or directory whose permissions can't be changed by PHP will use FTP to perform this task.

Note

Y ou can customize the permissions per folder and file using the Permissions Configuration page.
Warning

It is possible that —if you select the wrong kind of permissionsin the Permissions Configuration page—
you will be locked out of your site and will not be able to accessit over FTP or your hosting panel'sfile

manager. If this happens, please contact your host and ask them to fix the permissions of your site.

When you click on the Fix Permissionstool you are going to see the "Fixing Permissions..." pop-up window with
aprogress bar filling up as Admin Tools is changing the permissions of al your directories and files.

Fixing permissions

Fixing permissions...

When it's over the progress bar will fill up and the title of the page changes to "Finished fixing permissions":
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Finishing fixing permissions

Finished fixing permissions

0 This window will close automatically in 3 seconds.

Just click on the Back button to return the the Control Panel page.

No permissions have been changed on my site. Why?

It'samatter of ownership. If you are on ahost which doesn't use sUPHP, your files and directories are owned by a
different user than the one the web server is running under. All you have to do is go to the Global Configuration
page of your site, enter your FTP details and enable Joomla!'s FTP option. Admin Toolswill pick it up next time
you try to fix permissions and automatically use the FTP mode whenever it can't change permissions directly.

| can see a lot of JFTP error messages in red
background during that process. What's wrong?

Admin Tools, as explained in the above paragraph, tries to use the FTP mode whenever it can't change the
permissionsdirectly. In order for thistrick to work, your FTP server must support the CHMOD command. Not all
servers do, though, especialy those running on Windows where there is no notion of permissions. If you get this
long list of JFTP Bad Response messages, please ask your host whether their FTP server supports the CHMOD
command.

Finally, some hosts place directoriesinside your web root which are not meant to be directly accessibletoyou, i.e.
acgi - bi n or ast at s directory. You can't change the permissions of those directories due to their ownership
(they are usually owned by areserved system user or the root user) and will cause afew JFTP error messages to
be spat out. Thisis normal and you shouldn't worry about that.

3.1. Configuring the permissions of files and
directories

By default, Admin Toolswill apply 0755 permissionsto all of your directories and 0644 permissionsto all of your
files. However, thisisn't always desirable. Sometimes you want to make configuration files read-only (0400 or
similar permissions) or give adirectory wide-open (0777) permissions. While thisis not recommended, it may be
the only option on some shared hosts for several extensions to work. Most notably, some extensions need to be
ableto append to files—e.g. Akeeba Backup needsto append to itslog and backup archives— which isimpossible
to do over FTP and, therefore, requires wider permissions. Since Admin Tools 1.0.b1 you can do that using the
Permissions Configuration button in the component's control panel.
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Configuring the permissions

Default permissions

Apply to dot (hidden) files No ¥ | Directories 755 ¥ | Files B6ag v

Path: < Roat >

Folder Owner Permissions File Owner Permissions

administrator tampel25:tampel2s 755 A LICENSE.txt tampel25:tampel25 644 v

arsrepo tampel25:tampel25 755 v README.txt tampel25:tampel25 G644 v

bin tampel125:tampel25 755 - configuration.php tampel25:tampel25 644 - v

When you launch this feature you see a page split in three sections.

The top section, titled Default permissions, allows you to configure the permissions which will be applied if
nothing different is configured. Use the drop-down lists to select the default permissions for directories and files
(the default setting is 755 and 644 respectively), then use the Save default permissions button to apply the setting.

The middle section shows the path to the currently selected directory and allows you to quickly navigate through
the folders by clicking on their names.

The bottom section is split in two panes, Folders and Files. Each pane lists the folders and files inside the current
directory. Clicking on the name of afolder will navigate inside that folder. There are three columns next to each
folder. The first displays the current owner (user:group format). The second displays the current permissions of
that directory in the file system. The final column containsis adrop down list. The default setting, represented by
dashes, means that there is no specific preference for this folder/file and the default permissions will be applied
toit. If you select a customized permissions setting remember to click the Save custom permissions button before
navigating to another folder or returning to the control page, otherwise your settings will be lost.

I mportant

None of these customized permission settings are applied immediately. Y ou will need to launch the Fix
Permissions feature for them to be applied. Click on the Back button to return to the Control Panel page
where you can find this button.

Alternatively, you can click on the Fix and Apply Permissions button to immediately save and apply al custom
permissions you see on this page. If you don't see the permission changing, please take a look at the previous
section of this user's guide for more information on what you have to do.

4. Emergency Off-Line Mode

I mportant

This feature uses .htaccess files which are only compatible with Apache, Litespeed and avery few other
web servers. Some servers (such as NginX and 11S) are incompatible with .htaccess files. If we detect a
known to be incompatible server type this feature will not be shown at al in Admin Tools' interface. It
should be noted that even if you do see it in the interface it doesn't necessarily means that it will work
on your server. This depends on your server's capabilities. If you are unsure or believe it doesn't work
please consult your host.

Joomlal's off-line feature, the one you can enable in your site's Global Configuration, has a major deficiency. It
doesn't put the site off-line. All it doesisto replace the output of the component with the "off-ling" page. This has
grave security implications, especially when you need to take your site off-line to deal with a security breach (e.g.
a hacked site) or to update a key component of your site. For more information about this problem, please read
this article [http://www.dionysopoul os.me/bl og/how-offline-is-jooml a-offline-mode].

The Emergency Off-Line Mode of Admin Tools enables you to really and securely take your site off-line. More
specificaly, the Emergency Off-Line Mode does the following actions:
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e It creates —if it doesn't already exist— a static HTML page named offline.html in your site's root. This page
contains the offline message to show to visitors.

* |t creates a backup copy of your site's. ht access file, if there was one, under the name . ht access. eom

» Finally, it creates a.htaccess file which will temporarily redirect all access attemptsto the offline.html page. It
will alow only your IP address to have access to the site.

In order to put your sitein Emergency Off-Line Mode, simply click on the Emergency Off-Line button in Admin
Tools Control Panel page. Thiswill get you to the following page:

The Emergency Off-Line M ode page

0 Clicking the button above will set your site to the Emergency Ofi-Line mode. In this mode nobody will be able to access your site except visitors coming from your current IP address. Should
your Internet connection drop or your |P change for any reason, the only way to access your site will be removing the .htaccess file from your site's root using FTP. Please read this very
carefully and print this page for reference.

In case this automated tools fails to create the .htaccess file on your site's root, please remove your current .htaccess (if any) and create a new .htaccess file with the following contents:

RewriteEngine On

RewriteCond %{REMOTE_HOST} (18811

RewriteCond %{REQUEST URI} toffline\.html

RewriteCond %{REQUEST URI} Y(N.png|\.ipgl\.gif|\.jpeg|\.bmp|\.swf|\.c55]\.j5)%
RewriteRule (.*) offline.html [R=307,L]

Clicking the Set Offline button will attempt to perform the steps outlined above. Should any of those stepsfail, for
example due to insufficient file permissions, you can still put your site in Emergency Off-Line Mode by taking
out the following procedure:

1. Keep acopy of your site's. ht access file, e.g. renamingitto ht access. bak.

2. Create a new .htaccess file in your site's root with its contents being what displayed in the last part of the
Emergency Off-Line Mode page.

If your Internet | P address changes before you disabl e the Emergency Off-Line Mode —i.e. your connection drops
or you switch to another computer which connects to the Internet through a different Internet router— you will
be unableto log in to your site. In this case, follow these steps:

1. Using an FTP application of your liking remove the .htaccess file, or upload a blank .htaccess file overwriting
the old one.

2. Go to your site's administrator back-end and relaunch Admin Tools Emergency Off-Line mode. Clicking
on the Set Offline button will create a new . ht access file with your current IP address. Y our backup
. ht access. eomfile will not be overwritten.

If you want to set your site back on-line, just visit the Emergency Off-Line page and click on the Set Online button.
Thiswill replacetheoff-line. ht access filewith the contentsof the. ht access. eombackup fileand remove
the backup file. If this doesn't work, follow this manual procedure:

1. Using an FTP application of your liking remove the .htaccess file, or upload a blank .htaccess file overwriting
the old one.

2. Renamethe. ht access. eombackup fileback to. ht access

Will I be able to use FTP or my host's control panel file
management when | enable this feature?

Of course! This feature only protects web (HTTP/HTTPS) access. It can't and won't touch FTP access or your
hosting control panel's file management.
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Should | always use the emergency off-line mode
instead of Joomla!'s off-line feature?

The short answer is, simply, no. There are many cases where using Joomla!'s off-line feature is more convenient,
i.e. when you want to simply make your site's content unavailable to random web visitors and search engineswhile
building a new site. The only cases when you should use the Emergency Off-Line Mode are:

« If you believe that your site has been compromised (hacked). The Emergency Off-Line will make it impossible
for the hacker to access your site while you are working to restoreiit.

» When updating key components of your site and don't want to risk a user following a direct link to screw up
the process.

In all other casesit's more convenient and sufficient to go to your site's Global Configuration and enable the off-
line feature of Joomla! itself.

The offline.html page Admin Tools creates is horrid.
Can | change it?

Thank you for noticing that! Of course you can change it. Simply upload an offline.html of your liking to your
site'sroot. You can link to JPG, GIF, PNG, BMP, SWF, CSS and JS files—on the same or a different server—
frominsidethe HTML of thisfile. Do not try to link to other file types, it will not work.

Won't the redirection to offline.html screw up my SEO
ranking?

No. Theredirectionto of f | i ne. ht M is made using the 307 HTTP status code which tells search engines that
this redirection is temporary, they should not index the page now, but come back later when the problem will
have been restored.

Help! | have been locked out of my site! Fix it!

Read afew paragraphs above. You just have to remove afileusing FTP.

The redirection doesn't work! | test it from my PC and |
can still see my site.

First, | have to ask the obvious question: did you really read the description of this feature? Y ou are supposed to
be able to see your site only from your PC. If you want to test that this feature really works please try accessing
your site from another computer, connected to the Internet from a different router. One good ideais to use your
cellphone, as long as it connects to the Internet over 3G, not over WiFi. If you did that and still don't see the
redirection happening, make surethat your server supports. ht access filesand that it hasmod_rewrite enabled.
Some servers, like I1S, do not support . ht access filesat al. If thisis the case, consult your host about taking
your site completely off-line.

Help! As soon as | clicked on "Put Offline" | got a
white page or Internal Server Error 500 page.

Don't panic! You have an old version of Apache —1.3 or 2.0— which doesn't support one feature used in the
. ht access file generated by Admin Tools. Y ou can easily work around thisissue by editing the. ht access
fileinyour site'sroot, using an FTP application. Replace[ R=307, L] inthelastlinewith[ R, L] (thatis, remove
the =307 part) and save back thefile. That's all.
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My Internet connection drops all of the time. Will |
get continuously locked out of my site if | use this
feature?

It depends. If you have a static IP address, no, you will never get locked out. If you have a dynamic IP address,
| don't know. When | used to have a dynamic IP address | observed that my IP address wouldn't change if my
connection dropped for less than 1-2 minutes. It al depends on how your ISP assigns | P addresses to its clients.
The only way to find out is the hard way: trial and error.

5. Protect your administrator back-end with a
password

I mportant

This feature uses .htaccess files which are only compatible with Apache, Litespeed and avery few other
web servers. Some servers (such as NginX and 11S) are incompatible with .htaccess files. If we detect a
known to be incompatible server type this feature will not be shown at al in Admin Tools interface. It
should be noted that even if you do see it in the interface it doesn't necessarily means that it will work
on your server. This depends on your server's capabilities. If you are unsure or believe it doesn't work
please consult your host.

The Password-protect Administrator tool of Admin Tools is designed to add an extra level of protection to
your site's administrator back-end, asking for a username and password before accessing the administrator login
page or any other file inside the admi ni st r at or directory of your site. It does so by using Apache .htaccess
and .htpasswd files, so it won't work on 11S hosts.

I mportant

Some prepackaged server bundles, such as Zend Server CE, and some live hosts do not alow
using .htaccessfilesto password-protect adirectory. If itisalocal server, edityour ht t pd. conf file(for
Zend Server CE thisislocated in C. \ Program Fi | es\ Zend\ Apache?2\ conf or C.\ Program
Fil es (x86)\ Zend\ Apache2\ conf) and modify all AllowOverride linesto read:

Al owOverride All

If you are on alive host, please consult your host about the possibility of them allowing you to use this
feature on your site.

Passwor d-protect Administrator

‘ 0 This feature will password-protect your administrator area using .htaccess files. Your server must support this type of password protection.

If your administrator area becomes inaccessible, please remove the .htaccess and .hipasswd files from the administrator directory using FTP or your host's File Manager
‘When you apply the password protection, the following username and password will always be requested by your browser before you can log in to your administrator area
Username
Password

Retype
password

If you are on a server running on Windows™, you are receiving awarning at the top of the page stating that the
password will be stored to disk unencrypted. Thisis done dueto the lack of the system-wide crypt function on the
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Windows platform, which causes Apache to understand password only if they are unencrypted or encrypted with
anon-standard encryption scheme which does not exist in PHP.

Warning

If you password your administrator directory on aLinux system and then restore your site on aWindows
server (typical live to local site restoration) you will be receiving a blank page or an Internal Server 500
when accessing the site. Thisis normal and expected. All you have to do isto removethe . ht access
and . ht passwd filesfrom your administrator directory after restoring the site.

In order to apply the password protection, simply enter a desired username and password and click on the
Password-protect button. After a few seconds your browser will ask you to supply the username and password
you just specified. Thiswill also happen each and every time anybody tries to access the administrator back-end
of your site. In other words, you have to share the username and password with all back-end users of your site.

If you wish to remove the password protection you can either remove both the . ht access and . ht passwd
files from your administrator directory, or click on the Remove Password Protection button.

500 Internal Server Error when enabling this feature

If after applying the password protection you immediately receive a blank page or an Internal Server Error 500
instead of a password prompt, your server is not compatible with the password protection scheme. In this case,
the only way to gain access to your site's administrator back-end isto removethe . ht access and. ht passwd
filesfrom your administrator directory using an FTP application or the File Manager in your site's hosting control
panel. If in doubt, consult your host about how you can do that before trying to apply the password protection. If
those files do not show up in your FTP client, please create two blank files with those names and upload them to
your site, overwriting the existing (but invisible) ones. This will remove the password protection so that you can
regain entrance to your administrator back-end.

404 Not Found error page or Joomla error page when
enabling this feature

Ask your host to disable Apache custom error pages for HTTP status codes 401 and 403.
But why does this happen? (Optional, detailed information; you don't have to read the next paragraphs).

When you enable password protection all you'redoing iscreate a.htaccessfile. Thistells Apache, your web server,
that the administrator directory is password protected. The next time your browser tries to access anything in that
directory it has to send an HTTP Basic Authentication header that contains your username and password. If it
doesn't Apache returns an HTTP 401 status which, in turn, instructs the browser to ask you for the username and
password (and then store it in its authentication cache for the browsing session). Thisis how your browser knows
it needs to ask you for a username and password.

However, HTTP 401 is technically an HTTP error status. Apache has a feature called custom error pages.
Depending on the HTTP error status returned (all 4xx and 5xx codes) you can configure Apache to return a static
HTML page with custom content to the browser when it sends the error code. This holds true even for the 401
status described above. Thereal cause of the problem you arefacing isthat the configured custom error page
doesnot exist. This causes Apacheto internally report the file as missing. This breaks the authentication flow and
would normally trigger a 404 Not Found error page.

If that wasn't bad enough, Joomlais always configured to catch all missing files and try to figure out if it should
try and serve a Joomla page instead. Thisisrequired for the correct operation of search engine friendly URLSs. So,
Joomlaseesthe missing file error. Not knowing what to do withiit, it triesto routeit through com_content (the built-
in Articles component). Hard as it may try, it can't find an article category which matches the URL. This causes
Joomlato throw an error. Thisiswhat ends up being displayed as the 404 or Joomla error page you are receiving.

When you disable custom error pages for the 401 error code you let Apache communicate that status directly to
the browser without Joomlainterfering. Thislets the password protection work properly. FY1, the aforementioned
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error will also take place if you use your hosting control panel's directory password protection feature. It is not
caused by Admin Tools. It is caused entirely by your server's configuration. Also note that most hosts do let you
define and reset custom error pages through the hosting control panel.

6. The .htaccess maker

Note

Thisfeatureisonly availablein the Professional release
Warning

This feature is only available on servers running the Apache web server. If your server isusing I1S or
NginX the button to launch this feature will not be shown. If you are using Lighttpd, Litespeed or any
other server software you will see a button to launch this feature but this feature may not have any effect.
If unsure please consult with your host about their server's support of .htaccess files.

One of the most important aspects of managing a web site hosted on an Apache server is being able to fine-
tune your .htaccess file. This file is responsible for many web server level tweaks, such as enabling the use of
search engine friendly (SEF) URLs, blocking access to system files which should not be accessible from the web,
redirecting between pages based on custom criteria and even optimising the performance of your site. On the
downside, learning how to tweak all those settingsis akin to learning aforeign language. The .htaccess Maker tool
of Admin Toolsis designed to help you create such afile by utilizing a point-and-click interface.

I mportant

Some prepackaged server bundles, such as Zend Server CE, and some live hosts do not alow
using .htaccess files to override server settings. If it is aloca server, edit your ht t pd. conf file (for
Zend Server CE thisislocated in C: \ Progr am Fi | es\ Zend\ Apache?2\ conf or C:\ Program
Files (x86)\ Zend\ Apache2\ conf) and modify all AllowOverride linesto read:

Al l onOverride All

If you are on alive host, please consult your host about the possibility of them allowing you to use this
feature on your site.

Tip
If you ever want to revert to a "safe default”, just set all of the options on this page to "Off" and click
on "Save and create .htaccess'. Thiswill createa. ht access file which is essentially the same asthe

one shipped with Joomlal (ht access. t xt).

The top part of the .htaccess maker page contains the standard toolbar buttons you'd expect:
The .htaccess M aker's toolbar

+ | Save without creating .hiaccess [# Save and create .htaccess Q| Preview < | Back

o Will the .htaccess Maker work with my server?

Most likely yes. We have detected that your web server type is Apache which supports .htaccess files. If the options below have no effect or turning them all off still results in a 500 Internal
Server Error or blank page please contact your host and ask them to enable .htaccess file support.

WARNING!

Due to varying compatibility of the following settings among servers, applying the .htaccess file may cause inability to access your site with a white page or an Internal Server Error 500
message. In this case, remove the .htaccess and try disabling some options before reapplying

If some of the aspects of your site suddenly stop working it's up to you to find the proper exceptions required for their correct operation. Instructions are given in the component's
documentation
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 Savewithout creating .htaccess saves the changes you have madein this page's options without actually creating
the customized . ht access file. This should be used when you have not decided on some options yet, or if
you want to preview the generated . ht access file before writing it to disk.

» Saveand create .htaccessisthelogical next step to the previous button. It not only saves the changes you made,
but also creates and writesthe new . ht access filetothedisk. If you already had a. ht access fileon your
site, it will berenamed to . ht access. adm nt ool s before the new fileiswritten to disk.

 Preview pops up adialog where you can see how the generated . ht access filewill look like without writing
it to disk. Thisdia og showsthe saved configuration. If you have modified any settingsthey will not be reflected
in there until you click either of the previous two buttons.

» The Back button takes you back to the Control Panel page.

Below the toolbar there are five panes with different options, described below. Before you do that, please read
and understand the following warning. Support requests which indicate that you have not read it will be replied
with alink back to this page.

Warning

Depending on your web server settings, some of these options may be incompatible with your site. In
this case you will get ablank page or an Internal Server Error 500 error page when trying to access any
part of your site. If this happens, you have to removethe. ht access filefrom your site'sroot directory
using an FTP application or the File Manager feature of your hosting control panel. Since Admin Tools
1.2,your old. ht access fileissaved as. ht access. admi nt ool s. You can rename that file back
to. ht access torevert to the last known good state. If you are unsure how this works, please consult
your host before trying to create anew . ht access fileusing thistool.

Some prepackaged server environments, like WAM Pserver, do not enable Apache'smod_rewrite module
by default, which will always result in an Internal Server Error upon applying the .htaccessfile. In this
caseyou are strongly suggested to enableit. On WAM Pserver you can click onitstray icon, goto Apache,
Modules and make sure rewrite_module is checked. On other server environments you have to edit your
httpd.conf file and make sure that the LoadModule mod_rewrite line is not commented out (there is no
hash sign in front of it). Once you do either of these changes, you must restart your server for the change
to become effective.

We strongly suggest that you begin by setting all optionsto No and then enable them one by one, creating
anew .htaccessfile after you have enabled each one of them. If you bump into ablank or error page you
will know that the last option you tried isincompatible with your host. In that case, remove the .htaccess
file, set the option to No and continue with the next one. Unfortunately, there is no other way than trial
and error to deduce which options may be incompatible with your server.

Other important things you can add to your .htaccess

Somethings cannot beadded asfeaturesto the .htaccess M aker becausethe interfacewould becometruly unwieldy.
However, there are toolswhich can generate rather compact .htaccess rules which you can add to .htaccess Maker,
in the Custom .htaccess rules at the top of the file section. Here we'd like to point you to some of them.

Content security policy (CSP)

It mitigates the risk of cross-site scripting and other content-injection attacks. You can read more about
it on the dedicated site for this feature [http://content-security-policy.com/]. There is a simple tool [http://
cspisawesome.com/] which alows you to generate the required .htaccess code for the CSP feature according to
your preferences. Keep in mind that when you restrict the scripts origin you should keep in mind that several
extensions (including many templates) will load their scripts off athird party CDN which must be whitelisted or
your site will no longer work!

Custom error documents

Most hosting control panels allow you to specify custom HTML pages for common server error pages. The most
important ones arefor errors 403 (Access Forbidden), 404 (Not Found) and 500 (Internal Server Error). It'salways
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agood idea showing anicely designed page instead of the default, text-only, ugly page of Apache for these error
messages!

6.1. Basic Security

Basic security

Basic security

Disable directory listings (recommended) ves B
Protect against common file injection attacks Yes B
Disable PHP Easter Eggs Yos O
Block access to configuration.php-dist and htaccess.txt Yes N
Protect against clickjacking Yes 00
Reduce MIME type security risks ves B
Reflected X55 prevention ves B
Remove Apache and PHP version signature Mo
Prevent content transformation Yes 0L
Block access from specific user agents Mo
User agents to block, one per line WebBandit
webbandit
Acunetix
binlar
BlackWidow
Bolt 0
Bot mailto:craftbot@yahoo.col
BOT for JCE
casper
checkprivacy
Disable When disabled, your web server might list the files and subdirectories of any directory on

directory listings  your site if there is no index.html file inside it. This can pose a security risk, so you should
(recommended) aways enabl e this option to avoid this from happening.
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Protect against
common file
injection attacks

Disable PHP
Easter Eggs

Block accessto
configuration.php-
dist and
htaccess.txt

Protect against
clickjacking

Reduce MIME
type security
risks

Reflected XSS
prevention

Many attackers try to exploit vulnerable extensions on your site by tricking them into
including malicious code hosted on the attacker's server. Enabling this option will protect
your server against this kind of attacks. Thisworks by preventing any URL which references
an http:// or https:// URL in the query string. Sometimes these are legitimate requests. For
example, some gallery components use them. In this case you are recommended to use
the RFIShield (Remote File Inclusion protection) in the Web Application Firewall and turn
this .htaccess Maker option OFF.

PHP has a fun and annoying feature known as "Easter Eggs’. By passing a special URL
parameter, PHP will display a picture instead of the actual page requested. Whereas this is
considered fun, it is also widely exploited by attackersto figure out the version of your PHP
installation (these images change between different versions of PHP) and launch hacking
attacks targeting your specific PHP version. By enabling this option you completely disable
access to those Easter Eggs and make it even more difficult for attackers to figure out the
details of your server.

Note: You are advised to also set expose_php to O f in your php. i ni fileto prevent
accidental leaks of your PHP version.

These two files are left behind after any Joomlal installation or upgrade and can be directly
accessed from theweb. They are used by attackerstotell the Joomla!l versionyou areusing, so
that they can tailor an attack targeting your specific Joomlal version. Enabling this option will
"hide" those files when accessed from the web (a 404 Not Found page is returned), tricking
attackers into believing that these files do not exist and making it slightly more difficult for
them to deduce information about your site. This option also hides the web.config.txt file
included in Joomla! 3 and later for use with the 1S server.

Turning on this option will protect you against clickjacking [http://en.wikipedia.org/wiki/
Clickjacking]. It does so by preventing your site's pages to be loaded in a, Frame, |Frame or
Object tag unless this comes from a page inside your own site. Please note that if your site
relies on its pages being accessible through frames / iframes displayed on other sites (NOT
onyour site displaying content from other sites, that'sirrelevant!) then you should not enable
this option. If unsure, enable it.

Internet Explorer 9 and | ater, aswell as Google Chrome, will try by default to guessthe content
type of downloaded documents regardless of what the MIME header sent by the server. Let's
say amalicious user to upload an executable file, e.g. a .EXE file or a Chrome Extension,
under an innocent file extension as .jpg (image file). When a victim tries downloading this
file, IE and Chrome will try to guess the file type, identify it as an executable file and
under certain circumstances executing it. This means that your site could be unwittingly
used to serve malware. Such an event could result in your site being blacklisted by browser
makers and cause their browsers to display a warning to users when visiting your site. By
enabling this feature you instruct |E and Chrome to respect the file type sent by your server,
eiminating this issue. See the relevant MSDN article [https.//msdn.microsoft.com/en-us/
library/gg622941(v=vs.85).aspx] for more information.

When enabled the browser will be instructed to prevent reflected XSS attacks. Reflected
XSS attacks occur when the victim is manipulated into visiting a specially crafted URL
which contains Javascript code in it. This URL leads to a vulnerable page which outputs this
Javascript code verbatim in the page output ("reflects' the malicious code sent in the URL).

Thisisacommonly used method used by attackers to compromise web sites, especially when
a zero-day XSS vulnerability is discovered in popular Joomlal extensions or Joomlal itself.
The attacker will try to trick the administrators of websitesinto visiting amaliciously crafted
link. If thevictimsarelogged in to their site at that time the malicious Javascript will execute,
typically giving the attacker privileged information or opening a back door to compromising
the site.

Enabling this option in .htaccess Maker will instruct the browser to try preventing thisissue.
Please note that this only works on compatible browsers (IE8; Chrome; Safari and other
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Remove Apache
and PHP version
signature

Prevent content
transformation

Block access
from specific
user agents

User agentsto
block, one per
line

WebKit browsers) and only applies to reflected XSS attacks. Stored XSS attacks, where the
malicious Javscript is stored in the database, is NOT prevented. You should consider this
protection a safety belt. Not wearing a safety belt in the event of an accident pretty much
guarantees seriousinjury or death. Wearing a safety belt minimisesthe possibility of injury or
death but does not always prevent it. Thisoptionisyour safety belt against the most common
type of XSS attacks. Y ou should use it but don't expect it to stop everything thrown your way.
Always keep your software up-to-date, especially when a security release is published!

For more information please consult the relevant MSDN article [http://blogs.msdn.com/b/ie/
archive/2008/07/02/ie8-security-part-iv-the-xss-filter.aspx].

By default Apache and PHP will output HTTP headers advertising their existence and their
version numbers. If you are always using the latest and greatest versions this may not be
a problem, but the chances are that your host is using an older version of both software.
Giving away the version numbersof the server softwarein every request makesit trivial for an
attacker to obtain information about your site which will help them to launch atailored attack,
targeting known security issuesin the versions of Apache and PHPyou're using. Enabling this
option will mitigate thisissue. Please note that thisis SECURITY THROUGH OBSCURITY
which is NEVER, EVER an adequate means of protection. It's just a speed bump in the way
of an attacker, not aroadblock.

Y ou are strongly advised to keep your server software up-to-date. If you're not managing your
own server, e.g. you're using a shared host, we very strongly recommend choosing a hosting
servicewhich followsthisrule. Asasimpletest, if your server isnot currently using one of the
PHP versions published in the top right corner of http://php.net (or at most oneversion earlier,
i.e. the third number of the version on your server is one less than the one listed on php.net)
the chances are that your server isusing outdated, vulnerable server software. Remember that
outdated versions of PHP and Apache, even with some security patches backported, CAN
NOT be secure. There's a good reason new software versions are published regularly. For
example a popular but tragically ancient version of PHPis PHP 5.3.3. It hasa MAJOR issue
regarding berypt encryption, fixed in 5.3.10 and NOT backported by any vendor to an earlier
version of PHP. As aresult using PHP 5.3.3 makes your site's passwords insecure.

Enabling this feature instructs proxy servers and caches to not convert your content. For
example, certain proxy servers (typically found in mobile networks, businesses and ISPsin
congested areas) will attempt to scale and aggressively compress images, CSS and Javascript
to save bandwidth. This can lead to several issues, from displayed images being a bit off to
your site breaking down because the compressed CSS/JS introduced errors preventing the
browser from parsing it correctly. With this feature enabled the cache and proxy servers will
beinstructed to not do that by setting an HTTP header. If they respect the HTTP header (they
should, it's aweb standard) such issues are prevented.

For more information please consult the formal web standard document RFC 2616, section
14.9.5 [https://tools.ietf.org/html/rfc2616#section-14.9.5]

When enabled, it will block any site access attempt if the remote program sends one of the
user agent strings in the User agentsto block, one per line option. Thisfeature is designed to
protect your site against common bandwidth-hogging download bots and otherwise legitimate
tools which are more usually used for hacking sites than their benign intended functionality.

The user agent stringsto block from accessing your site. Y ou don't haveto enter thewhole UA
string, just a part of it. The default setting includes several usual suspects. Separate multiple
entries by asingle newline character (that is a single press of the ENTER key). Do note that
some server with mod_security or mod_evasive installed will throw an "Access forbidden"
messageif you try to savethe configuration settingswhen thisfield containstheword "WGet".
If you come across thisissue it is not a bug with Admin Tools or Joomlal, it is a server-level
protection feature kicking in. Just avoid including the word Wget and you should be out of
harm's way.
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Default list of user agents to block

Thefollowing isthe default list of user agents to block, as of Admin Tools 3. It is very thorough and seemsto be
reducing the number of attacks enormously. If you are upgrading from an earlier version you might want to try
it out. Just copy it and paste it in the User agents to block, one per line are in the .htaccess Maker configuration.
Remember to enable the Block access from specific user agents to enable the feature and then click on Save and
create .htaccess to generate the .htaccess file which applies this setting on your site.
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